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RDMA Example

Semantics of basic operations in OOPSLA ’24

Two nodes, one thread

x=0|z=0
Z:=x

X =1
z=0/2z=17

Can the outputbe z =17
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RDMA Example

Semantics of basic operations in OOPSLA '24

Two nodes, one thread

x=0|z=0 Yes! like this:
@ CPU offloads “Z := x” to the NIC

)z( i); @ CPU executes “x := 1"
' @ NIC picks up “Z := x” and reads 1
z=0v/ z=1V o ..

Can the outputbe z =17
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RDMA Example

Semantics of basic operations in OOPSLA '24

Two nodes, one thread

x=0

z=0

z:=%x
wait(d)
X =1

z=0v z=1kX

Can the outputbe z =17

To prevent it: Wait*

(*not an RDMA primitive, but easy to define)
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Previous and New Results

Previous works on RDMA basic operations (RDMA Write and RDMA Read):
@ Basic semantics
@ RDMA libraries for shared memory (LOCO)
@ Framework for specifying and proving implementations (Mowgli, POPL ’26)
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Previous and New Results

Previous works on RDMA basic operations (RDMA Write and RDMA Read):
@ Basic semantics
@ RDMA libraries for shared memory (LOCO)
@ Framework for specifying and proving implementations (Mowgli, POPL ’26)

New:
@ Formalisation of RDMA Atomics*
@ Different formalisations of RDMA lock libraries
@ Verified implementations of different RDMA locks

*official poorly-chosen name
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(Usual) CPU Locks Semantics

Locks, aka mutex (mutual exclusion): synchronisation tool for concurrent programs.

Each lock can only be held by a single thread at a time.

Allows easy implementation of critical sections or transactions.
Can protect concurrent objects.

x,y=0,0

Acquire(/) | Acquire(/)
x:=1 a=x
y =1 b=y
Release(/) | Release(/)

a#bx
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(Usual) CPU RMW

Read-Modify-Write (RMW) operations, aka atomics. E.g.:
@ compare-and-swap (CAS)
@ fetch-and-add (FAA)

def FAA(x,v) =

{
a := x
X 1= a+v
return a
}
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(Usual) CPU RMW

Read-Modify-Write (RMW) operations, aka atomics. E.g.:
@ compare-and-swap (CAS)
@ fetch-and-add (FAA)

def FAA(x,v) =

x=0
{
a = X
; a:=FAA(x,2) | x =1
2 o= @i Atomic! (x,2)
return a
} X=1vV x=2X x=3V/
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(Usual) CPU Ticket Lock

Ticket lock example. Each lock 1 has:

@ aticket dispenser 1;
@ and a serving display 15

Each thread can hold a local ticket.

def acquire(l) = {

ticket := FAA(Cly, 1)
while true {

if (1lg == ticket) {break}
33

def release(l) = {
ly, := ticket+1
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RDMA Atomics

RDMA offers compare-and-swap (RCAS) and fetch-and-add (RFAA) operations!

Semantics not yet properly formalised, and... it's not atomic...

x=0 x=0 x=0
RFAA(X,2) || x =1 RFAA(X,2) || X := 1 RFAA(X,2) | RFAA(X, 1)
x=2/ x=2v x=2X
RDMA Atomics are only atomic with respect to each other.
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RDMA Atomics

RDMA offers compare-and-swap (RCAS) and fetch-and-add (RFAA) operations!

Semantics not yet properly formalised, and... it's not atomic...

X=0 x=0 x=0
RFAA(X,2) || x =1 RFAA(X,2) || X =1 RFAA(X,2) | RFAA(X, 1)
x=2V x=2V

x=2KX
RDMA Atomics are only atomic with respect to each other.

In collaboration with NVidia, we extended the previous semantics:
@ operational semantics (abstract machine state + reduction rules);

@ declarative semantics (graph of events + dependencies to be respected);
@ proved equivalence between the two.
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RDMA Ticket Lock

def acquire(l) = {

ticket :=¢ RFAA(1l., 1) #RDMA Atomic
while true {

temp :=% 1 # RDMA Read Let’s adapt previous code to RDMA!
wait (d) @ Lock accessed via RDMA
if (temp == ticket) {break} @ We wait when needed
1}
Seems reasonable...
def release(l) = { But does it work?
temp := ticket+1
1l := temp # RDMA Write
}
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RDMA Lock Example

x,y=20,0
lock /
Acquire(/) Acquire(/)
X :=1 a=x
y =1 b:=y
Release(/) Release(/)
a#b"?
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RDMA Lock Example

x,y=20,0
lock /
Acquire(/) Acquire(/)
X :=1 a=x
y =1 b:=y
Release(/) Release(/)
a#b"?
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RDMA Lock Example

ticket: ?| |temp: ?

x,y=20,0
lock / 1, = OT
Acquire(/) Acquire(/)
X :=1 a:=x 1s = OT
y =1 b:=y
Release(/) Release(/) 1011 1::0] |xy:00
atb? RFAA(1;, 1)

i —> — Llilih
'—l
n
-~

ticket: ?| |temp: ?
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RDMA Lock Example

x,y=20,0
lock /
Acquire(/) Acquire(/)
X :=1 a=x
y =1 b:=y
Release(/) Release(/)
a#b"?
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RDMA Lock Example

x,y=20,0
lock /
Acquire(/) Acquire(/)
X :=1 a=x
y =1 b:=y
Release(/) Release(/)
a#b"?
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RDMA Lock Example

x,y=20,0
lock /
Acquire(/) Acquire(/)
X :=1 a=x
y =1 b:=y
Release(/) Release(/)
a#b"?
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RDMA Lock Example

x,y=20,0
lock /
Acquire(/) Acquire(/)
X :=1 a=x
y =1 b:=y
Release(/) Release(/)
a#b"?
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RDMA Lock Example

x,y=20,0
lock /
Acquire(/) Acquire(/)
X :=1 a=x
y =1 b:=y
Release(/) Release(/)
a#b"?
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RDMA Lock Example

ticket : 0

temp : 1

1. : 1 X,y 1,1

x,y=20,0
lock /
Acquire(/) Acquire(/)
X :=1 a=x
y =1 b:=y
Release(/) Release(/)
a#b"?

ticket : 1

temp : 0
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RDMA Lock Example

ticket: 0| |temp : 1

x,y=20,0
lock /
Acquire(/) Acquire(/)
X :=1 a=x
y =1 b:=y
Release(/) Release(/) 1g:2) | s 1| |[xy:1,1
a#bx

1, ?

Seems to work!

IIII —> L)1

ticket : 1| |temp: 0
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RDMA Lock Example v2

Let’s double check with another case.

ticket: ?| |temp: ?

x,y=0,0

lock /

Acquire(/)
X :=1
y =1
Release(/)

Acquire(/)
a.=Xx
b=y
Release(/)

Guillaume Ambal Specifying and Verifying RDMA Synchronisation
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RDMA Lock Example v2

Let’s double check with another case.

ticket: ?| |temp: ?

x,y=0,0

lock /

Acquire(/)
X :=1
y =1
Release(/)

Acquire(/)
a.=Xx
b=y
Release(/)

a#b"?

iipjy —> — hjijii)lj <— <+— hjijiji

ticket: ?| |temp: ?

x,y : 0,0
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RDMA Lock Example v2

Let’s double check with another case.

x,y=0,0

lock /

Acquire(/)
X :=1
y =1
Release(/)

Acquire(/)
a.=Xx
b=y
Release(/)

a#b"?

ticket: ?| |temp: ?

iHipjy — — hjijih

ticket: ?| |temp: ?

x,y : 0,0
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RDMA Lock Example v2

Let’s double check with another case.

x,y=0,0

lock /

Acquire(/)
X :=1
y =1
Release(/)

Acquire(/)
a.=Xx
b=y
Release(/)
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RDMA Lock Example v2

Let’s double check with another case.

ticket : 0

temp: 0

x,y=0,0

lock /

Acquire(/)
X :=1
y =1
Release(/)

Acquire(/)
a.=Xx
b=y
Release(/)
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RDMA Lock Example v2

Let’s double check with another case.

ticket : 0

temp: 0

x,y=0,0

lock /

Acquire(/)
X :=1
y =1
Release(/)

Acquire(/)
a.=Xx
b=y
Release(/)
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RDMA Lock Example v2

Let’s double check with another case.

x,y=0,0

lock /

Acquire(/)
X :=1
y =1
Release(/)

Acquire(/)
a.=Xx
b=y
Release(/)

a#b"?

ticket : 0

temp : 1

i <=— ujihip

ticket : 1

temp : 0

x,y : 0,0

Guillaume Ambal Specifying and Verifying RDMA Synchronisation

April 14, 2026

11/16



RDMA Lock Example v2

Let’s double check with another case.

x,y=0,0

lock /

Acquire(/)
X :=1
y =1
Release(/)

Acquire(/)
a.=Xx
b=y
Release(/)
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RDMA Lock Example v2

Let’s double check with another case.

x,y=0,0

lock /

Acquire(/)
X :=1
y =1
Release(/)

Acquire(/)
a.=Xx
b=y
Release(/)

Guillaume Ambal Specifying and Verifying RDMA Synchronisation

a#b"?

ticket : 0

temp : 1

IIII e ol 111111 [}

ticket : 1

temp : 0

x,y : 0,0
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RDMA Lock Example v2

Let’s double check with another case.

x,y=0,0

lock /

Acquire(/)
X :=1
y =1
Release(/)

Acquire(/)
a=x
b=y
Release(/)

a#xzbv

Oops...
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RDMA Lock Example v2

Let's double check with another case. 5] |fticket: 0| [temp:1
x,y=0,0
lock /
Acquire(/) Acquire(/)
X :=1 a=x -
V=1 b=y X,y : E 1. :2|| 15: 1
Release(/) Release(/)
azbv
Oops... Is it a bug or a feature? E ticket: 1| |temp : 1
X,y : 0,0
April 14, 2026

11/16



Three Semantics

Need to decide how a lock is supposed to behave.
Trade-off between guarantees and efficiency.

We define:
@ Strong Lock: protects everything (similar to CPU locks)
@ Node Lock: protects objects on one computer (e.g. previous ticket lock)
@ Weak Lock: only mutual exclusion (programmers add restrictions if necessary)

Weak lock semantics allows optimisations!
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Optimised (Weak) Ticket Lock (1/2)

Node 1
| 55 | 42 | 17 |
Shared State Table (SST)': I Node 2
SRR EEEE 55 42 17
Data structure where each node has a ! % | | ‘
value and a copy of other node’s values. ! :
\
| 55 | 42 | 17 |
Node 3

'Jha et al. 2018, “Derecho: Fast State Machine Replication for Cloud Services”.
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Optimised (Weak) Ticket Lock (1/2)

Node 1
| 55 | 42 | 17 |
Shared State Table (SST)': I Node 2
SRR EEEEE 55 | 4 17
Data structure where each node has a ! % | 3 | ‘
value and a copy of other node’s values. ! :
v
| 55 | 42 | 17 |
Node 3

'Jha et al. 2018, “Derecho: Fast State Machine Replication for Cloud Services”.
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Optimised (Weak) Ticket Lock (1/2)

Node 1
| 55 | 43 | 17 |
Shared State Table (SST)': I Node 2
SRR EEEEE 55 | 4 17
Data structure where each node has a ! % | 3 | ‘
value and a copy of other node’s values. ! :
v
| 55 | 43 | 17 |
Node 3

'Jha et al. 2018, “Derecho: Fast State Machine Replication for Cloud Services”.
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Optimised (Weak) Ticket Lock (1/2)

Node 1
| 55 | 43 | 17 |
Shared State Table (SST)': I Node 2
SRR EEEE 55 43 17
Data structure where each node has a ! % | | ‘
value and a copy of other node’s values. ! :
v
| 55 | 43 | 117 |
Node 3

'Jha et al. 2018, “Derecho: Fast State Machine Replication for Cloud Services”.
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Optimised (Weak) Ticket Lock (1/2)

Node 1
| 55 | 43 | 17 |
Shared State Table (SST)': I Node 2
SRR REEE 55 43 117
Data structure where each node has a ! % | | ‘
value and a copy of other node’s values. ! :
v
| 55 | 13 | 17 |
Node 3

'Jha et al. 2018, “Derecho: Fast State Machine Replication for Cloud Services”.
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Optimised (Weak) Ticket Lock (2/2)

Let’s use an SST for releasing the lock!
def acquire(1) = { Served ticket is highest number in the SST.
ticket :=% RFAA(Iy, 1) — Weak RDMA Lock (only mut. ex.)
wait (d)
while true {
if (ticket in sst) {break}
1} CPU reads!

def release(l) = {

sst .store_mine(ticket+1)
sst .broadcast () # RDMA Writes
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Optimised (Weak) Ticket Lock (2/2)

Let’s use an SST for releasing the lock!

def acquire(1) = { Served ticket is highest number in the SST.

ticket :=% RFAA(Iy, 1) = Weak RDMA Lock (only mut. ex.)
wait (d)
while true {

if (ticket in sst) {break} _ =

13} CPU reads! ticket : 7 E={ sst : [0, 0,0]
def release(l) = {

sst .store_mine(ticket+1) 1.:0

sst .broadcast () # RDMA Writes — v =
¥ = =

ticket : ? ticket : ?
sst:[0,0,0] sst : [0,0, O]
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Optimised (Weak) Ticket Lock (2/2)

Let’s use an SST for releasing the lock!

def acquire(1) = { Served ticket is highest number in the SST.

ticket :=% RFAA(Iy, 1) = Weak RDMA Lock (only mut. ex.)
wait (d)
while true {

if (ticket in sst) {break} _ =

3 CPU reads! ticket : ? == sst : [0, 0,0]
def release(l) = { IRFAA(lt’1)

sst .store_mine(ticket+1) 1. : 0

sst .broadcast () # RDMA Writes — i =
} == ‘/RFA;(lt,ﬂ ==

ticket : ? ticket : ?
sst:[0,0,0] sst : [0,0, O]
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Optimised (Weak) Ticket Lock (2/2)

Let’s use an SST for releasing the lock!

def acquire(1) = { Served ticket is highest number in the SST.

ticket :=% RFAA(Iy, 1) = Weak RDMA Lock (only mut. ex.)
wait (d)
while true {

if (ticket in sst ) {break} _ =

}r CPU reads! ticket : 1 = sst [0, 0 ,0]
def release(l) = {

sst .store_mine(ticket+1) 1, - 1

sst .broadcast () # RDMA Writes — v =
¥ = =

ticket : O ticket : ?
sst:[0,0,0] sst : [0,0, O]
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Optimised (Weak) Ticket Lock (2/2)

Let’s use an SST for releasing the lock!

def acquire(1) = { Served ticket is highest number in the SST.

ticket :=% RFAA(Lc, 1) = Weak RDMA Lock (only mut. ex.)
wait (d)
while true {
if (ticket in sst ) {break} .
+} CPU reads! ticket : 1

sst : [0, 0,0]

def release(l) = { sst : 1

sst .store_mine(ticket+1) 1, -9
sst .broadcast () # RDMA Writes v

»
>

ticket : O ticket : ?
sst:[1,0,0] sst : [0,0, O]
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Optimised (Weak) Ticket Lock (2/2)

Let’s use an SST for releasing the lock!

def acquire(1) = { Served ticket is highest number in the SST.

ticket :=% RFAA(Lc, 1) = Weak RDMA Lock (only mut. ex.)
wait (d)
while true {
if (ticket in sst ) {break} .
+} CPU reads! ticket : 1

sst : [1, 0,0]

def release(l) = {
sst .store_mine(ticket+1) 1, -9
sst .broadcast () # RDMA Writes v

ticket : O ticket : ?
sst:[1,0,0] sst : [1,0, 0]
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Specifying and Verifying Implementations

Everything above (semantics, implementation, soundness) is formalised in Mowgli.

Mowgli: recent mathematical framework (POPL °26) for modular libraries in very weak
memory models, using declarative semantics.

@ Formal semantics for mutual exclusion (weak lock)
(total order on acquire, dependency from release to next acquire)

@ Additional guarantees for node/strong locks
@ (Pen-and-paper) proof of an algorithm for each lock type
@ Bonus: use-case proving node locks are enough to protect concurrent objects
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Conclusion

Summary:

@ First formalisation of RDMA Atomics*
(operational + declarative + equivalence)

@ First formalisation of different RDMA lock semantics
(weak, node, strong)

@ First verified implementations of different RDMA lock libraries

*non-contractual name; terms and conditions may apply
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Conclusion

Summary:

@ First formalisation of RDMA Atomics*
(operational + declarative + equivalence)

@ First formalisation of different RDMA lock semantics
(weak, node, strong)

@ First verified implementations of different RDMA lock libraries

*non-contractual name; terms and conditions may apply

Thanks for listening!
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Poll vs Wait Semantics
Base RDMA (RDMATSO):

x=01|z=0 x=0|z=0 x=0|z=0
Z— x Z:=X ~
— poll() Z=X
X=1 X =1 poll()
X =1
z=1v z=1X z=1v
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Poll vs Wait Semantics
Base RDMA (RDMATSO):

x=0|z=0 x=0|z=0
Sy Z:=x
o 1 poll()
X :=1
z=1v/ z=1X
LOCO (RDMAYAIT):
x=01{z=0 x=0 ||z=0
Z:=X z:=%x
X::1 wait(d)
T X =
z=1v z=1X
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